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The information you need to identify and manage third-party risk

Managing third-party risk requires comprehensive knowledge of your vendors. Their
financial status, continuity plans, and information security can all have a direct impact
on your business. Nvendor is a powerful solution that uncovers opportunities to reduce
internal and external costs as you discern and alleviate your vendor risk.

With Nvendor, you can:

Easily manage vendor documentation

With unlimited document storage, Nvendor is the central repository for all of your contracts
and vendor information. It's easy to find and organize vendor documents, from certificates of
insurance to incident reports.

Stay on top of important deadlines and vendor activities

Nvendor's automated alerts ensure you never miss a document review deadline, due diligence
activity, or upcoming contract renewal, and also monitors for cybersecurity incidents as well as
negative news issues with your vendors 24/7.

Configure the solution to fit your needs
Nvendor works for any size financial institution. Customize user access and reporting, to-dos,
due diligence features, residual risk classifications, and even OFAC thresholds.

Manage the vendor lifecycle

Our easy-to-use software dashboard enables your organization to store, track, and manage
each aspect of vendor management, from initial prescreens, to ongoing monitoring, to
exit strategies.
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« Configurable inherent and residual risk assessments \
* Portal to gather data from external or internal resources A “
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* Library of vendor related controls searchable by regulator ¢ ’ &
»  Built-in OFAC/BSA searches for all vendors ” ’t lB" 5
+ Dashboards
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«  Full featured reporting ) n

*  Optional continuous cyber monitoring of vendors

Nvendor solutions and services work together for integrated, effective vendor management.

Our team includes lawyers, former financial institution risk officers, and compliance officers to
help mitigate third-party risk for your organization. Services can be customized based on the
regulatory and legal recommendations for your industry:

Planning: Review third-party policies and procedures to optimize your practices to your risk
appetite and/or other existing risk mitigation practices.

Prescreening: Evaluate data from the prospective vendor, proprietary databases, and public
records to assess the risks of onboarding the new vendor.

Contracts: Review agreements to identify compliance risks, gaps in regulator-recommended
controls, and financial terms. Monitor costs and controls for existing relationships, upcoming
agreements, and renewals.

Cyber Monitoring: Continuously monitor third-party vendor cybersecurity controls, detect
vulnerabilities before they become an issue, receive actionable alerts, and record incidents and
resolutions.

Ongoing Reviews: Provide continuous risk identification by the appropriate dimensions to
prevent exposure due to changing vendor circumstances.

Termination: Establish appropriate transition and exit strategies to preserve your interests and
ensure a smooth process if/when vendor relationships need to be terminated.

Nvendor provides access to the right information at the right time, so your organization
can be exam-ready and avoid exposure to third-party risk.

Request a demo of Nvendor today at www.ncontracts.com
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