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Getty Images Reins in E-Commerce Fraud 
With Kount Command 

EMV sent shock waves through the merchant community, especially with those merchants 
selling their products and services online. While highly effective at lowering in-store fraud, EMV 
does not protect online transactions. And the wave of fraud as criminals shifted from counterfeit 
fraud to the online channel hit many e-commerce merchants like a tsunami. This case study 
examines how Getty Images got ahead of e-commerce fraud to deliver personalized customer 
experiences with Kount’s Identity Trust Global Network and adaptive artificial intelligence (AI). 
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INTRODUCTION  
The introduction of EMV has had a dramatic impact on the card fraud landscape. While effective 
at addressing and lowering card-present (CP) fraud that occurs in store, EMV does not provide 
protection for card-not-present (CNP) transactions that occur online. The rough rule of thumb is 
that financial institutions are responsible for CP fraud, and merchants are responsible for CNP 
fraud. Historically, merchants’ share of card fraud liability has been approximately 35% of all 
losses and was considered a cost of doing business. But that changed with the introduction of 
EMV. Now, merchant liabilities are at 60% of card fraud losses and continue to rise, as shown in 
Figure 1. 

Figure 1: U.S. Card Fraud Trends 

 

Source: Aite Group 

The card brands also closely monitor card fraud losses and have programs in place to ensure that 
chargeback volume does not reach elevated levels. As a result, they monitor total chargeback-to-
sales ratios. A tiered system notifies merchants when their chargeback volume becomes 
concerning and again when they exceed predefined thresholds (Table A). A merchant’s failure to 
lower its chargebacks below the threshold will trigger financial penalties from the card brand. 
More severe action could be taken if notices from the card brands are ignored and the problem 
persists. Additionally, Mastercard has instituted a fraudulent chargeback program in which fines 
begin when fraudulent chargeback-to-sales ratios exceed 0.5%, which can be even more 
restrictive for some merchants. 
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Table A: Card Brands’ Total Chargeback-to-Sales Ratios for Merchants 

Level 
 

Visa 
(Percentage of sales) 

Mastercard 
(Percentage of sales) 

Warning threshold Greater than 0.65% N/A 

Fee threshold Greater than 0.90% Greater than 1.0% 

Excessive threshold Greater than 1.8% Greater than 1.5% 

Source: Visa and Mastercard 

Increasing merchant losses and chargeback volume have affected merchants’ profitability, 
driving them to actively look for solutions to mitigate the situation. 

This case study showcases how Getty Images and its subsidiary, iStock (a leading provider of 
photography and video imagery), leveraged Kount’s Identity Trust Global Network and advanced 
AI to successfully manage and control chargeback volume while lowering fraud losses. It will 
explore Getty Images’ experience in e-commerce and in overcoming the challenges of evolving 
fraud and doing business online. 

METHODOLOGY  
In 2020, Aite Group spoke with representatives of Getty Images and iStock to understand their 
journey into e-commerce, the challenges they faced with both fraud and chargebacks, and how 
they addressed it using Kount Command, Kount’s e-commerce fraud prevention solution. Aite 
Group also gathered information about the ongoing effort to control card fraud losses and 
maintain the overall system. 

APPROACH  
Founded in 1995, Getty Images’ roots are three-fold, with proven expertise in the editorial space 
(including visual coverage of current events, entertainment, and sports), the creative space 
(specifically pertaining to the stock imagery industry), and the archive (Getty Images has the 
largest privately owned archive in the world). It was the first company to license imagery via the 
web, eventually moving the entire industry online. 

Founded in 2000, iStock created the crowdsourced stock industry and became the original 
source for user-generated stock photos, vectors and illustrations, and video clips. In May 2006, 
Getty Images acquired iStock. 

Together, Getty Images and iStock are a force in the broader visual content industry, giving 
photographers and visual artists a platform to license their content to media, designers, 
freelancers, small-business owners, agencies, and more. 

As Getty Images moved online, its focus was on providing content to the world. An inevitable 
challenge of e-commerce is online card fraud and the resulting chargebacks from fraudulent use 
of stolen credit and debit cards. Understanding the potential issues associated with high 
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chargeback rates, such as dispute monitoring programs from card brands, Getty Images kicked 
off an active campaign to address the situation. 

In 2010, Getty Images hired a consultant to understand its situation and recommend 
improvements to its processes. This consultant recommended the Kount e-commerce fraud 
solution, which began a long-standing relationship between Getty Images and Kount that 
continues today. 

Kount’s solution combines AI that uses both supervised and unsupervised machine learning, and 
a flexible policy engine to decision authorizations in real time. Kount leverages the Kount 
Identity Trust Global Network, with its visibility into 32 billion annual interactions, to assess the 
trust level of payments, accounts, and logins. 

The initial implementation of the Kount solution started with an analysis of chargeback data to 
learn the source of Getty Images’ fraud and identify patterns in the data indicative of fraud. Over 
the years, Getty Images’ defenses have grown, along with the expanded offerings of the Kount 
fraud protection platform. For example, years ago Getty Images deployed Kount’s machine 
learning technology, which has enabled Getty Images to identify more fraud with fewer false 
positives (aka, less impact to good customer transactions). This is a win-win situation because, in 
the fraud space, decreasing fraud losses typically results in declining good customer 
transactions. In this situation, Getty Images achieved both lower fraud and lower false positives. 

The implementation of Kount’s AI and machine learning technology was nearly effortless for 
Getty Images. Most of the work was performed by Kount. Getty Images had to spend time 
getting familiar with and learning how best to use the new fraud scores, which is typical for any 
user new to machine learning. Scores are used in conjunction with other transaction attributes 
to create fraud strategies that provide effective defenses while also reducing customer friction. 

When decisioning a transaction, Kount supports three primary outcomes: approve, review, or 
decline. Customers can configure the solution to meet their specific needs and requirements. 
For example, some merchants may only want to approve and decline, while others may want to 
deploy all three. 

Getty Images wanted the flexibility to control its decision-making process to deliver a smooth 
experience to good customers who were licensing and purchasing appropriately while 
maintaining the ability to quickly shut down fraudulent accounts. This also allows Getty Images 
to efficiently refund a customer, avoiding a chargeback. 

Today, approximately 0.5% of Getty Images and iStock calls to Kount result in daily manual alerts, 
although all are not necessarily from unique card numbers. There can be situations in which a 
single card number could have 100 to 200 transactions that trigger alerts. Since the alerts that 
need to be worked are grouped based on card numbers, the number of daily alerts is lower. 

An important component of any fraud system requires flagging transactions that are fraudulent 
so the machine learning system can learn from this knowledge and more easily detect future 
fraudulent transactions. The source of this kind of data is most commonly the chargebacks a 
merchant receives from the card brands. Kount’s flexible system supports both manual and 
automated uploading of this data into its system, which it uses to both train its supervised 
machine learning models and to inform future fraud strategies. Further, Kount also provides 
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unsupervised machine learning, which is able to detect and protect against emerging fraud. The 
combination of the two in Kount’s AI provides highly accurate risk scores in milliseconds. 

OUTCOMES  
With the implementation of Kount, Getty Images was able to reach a total chargeback-to-sale 
rate of less than 0.01%. This represents a reduction of more than 90% in comparison to its 
historical highest chargeback levels prior to the implementation of Kount. 

Today, Getty Images averages a fraud decline rate of less than 0.5% of all authorizations with a 
false decline rate of 0.06%. In other words, on average, for every 2,100 authorizations, 8.4 
authorizations are declined due to high certainty of being fraudulent, of which 7.4 authorizations 
are truly fraudulent and one authorization is valid. 

With the ease of use of Kount’s solution and its customer support, Getty Images is able to scale 
its fraud prevention process with a small, dedicated team. 

LOOKING  FORWARD  
As Getty Images reflects on the current state of its Kount implementation, powered by the 
Identity Trust Global Network, the company’s leaders look forward to implementing two new 
features: 

x Expansion of the breadth of feedback from the Identity Trust Global Network 
response to give more granular information so Getty Images can better understand 
the rationale of the response and refine its actions. 

x Further prevention of automated bot attacks. 

Kount indicated both of these opportunities were addressed in 2020. 

LESSONS LEARNED DURING  THE PROCESS  
Over the last 10 years, Getty Images has refined its approach toward effectively managing and 
preventing fraud. That includes the following: 

x When Getty Images started managing fraud, chargeback trends were not analyzed in 
depth. Establishing the chargeback data feeds into the fraud system is an important 
feedback loop. 

x Chargeback data has valuable fraud markers that can help to create new strategies 
as well as adjust existing ones. 

x Transaction data is part of the fraud picture but is not the complete picture. To have 
a holistic understanding of the transaction and its fraud potential, one also needs to 
look at account data, such as user logins, user identity data, information from the e-
commerce session, and other related information. 
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x Vendor support of a fraud solution is important. Getty Images has found Kount to be 
very responsive, usually answering questions within 24 hours. 

x Payments is a dynamic space, and sometimes a trusted source is necessary to help 
with changes. For example, how does one balance the security requirements of a 
standard, such as the Payment Card Industry Data Security Standard, with the 
benefit of leveraging card data in fraud strategies? The Kount partnership enabled 
Getty Images to figure out how to leverage credit card data in its fraud strategies, 
which also required obtaining assistance from its payment processor. 

ABOUT KOUNT  
Kount’s account and transaction-level fraud prevention solutions address the ever-increasing 
forms of e-commerce fraud and protect Kount’s clients from the financial and brand reputation 
impacts of fraud in a complex digital economy. Kount has over 9,000 customers, which include 
online businesses, payment service providers, and acquiring banks around the world. 

With over 13 years of data to inform its AI and machine learning models, Kount’s technology 
prevents digital payments fraud, new account fraud, and account takeovers to increase revenue 
and reduce financial losses for its customers. The data encompasses both financial transaction 
data and user accounts, including new account creation and existing account access. 

In today’s world, it is important to establish the level of trust for each identity behind every 
payment, account creation, and login event. Kount’s Identity Trust Global Network is powered by 
32 billion annual interactions across more than 250 countries and territories, and over 75 
industries to block fraud in real time and enable personalized customer experiences. Kount’s 
primary solutions are listed in Table B. 

Table B: Kount Solution Suite 

Solution Overview 
Kount Command e-
commerce fraud prevention 

Protects against digital payments fraud with the Identity Trust Global 
Network, advanced machine learning, a flexible policy engine, and self-
service analytics 

Kount Control Account 
Takeover Protection 

Identifies fraudulent behavior at login in real time to challenge or block 
malicious users while providing authentic customers a low-friction 
interaction 

Kount Central Protects payment processors and their merchant portfolios from digital 
payment fraud, and facilitates payment or transaction services for 
merchants globally 

Source: Kount 

Through Aite Group’s ongoing industry research, we learned of another Kount customer in the 
fast-food industry that realized a substantial reduction in fraud losses when it deployed Kount’s 
system in 2017. This merchant was approaching the network chargeback threshold but 
successfully reduced its fraud by 93% from 2017 to 2019. When fraud was still an issue for the 
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company, 90% to 95% of all chargebacks were related to fraud. Now that fraud losses have been 
lowered, not only is the number of chargebacks reduced, but 60% of all chargebacks are related 
to fraud. This has also provided operational and expense benefits from fewer chargebacks to 
process. 
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ABOUT AITE GROUP 
Aite Group is a global research and advisory firm delivering comprehensive, actionable advice on 
business, technology, and regulatory issues and their impact on the financial services industry. 
With expertise in banking, payments, insurance, wealth management, and the capital markets, 
we guide financial institutions, technology providers, and consulting firms worldwide. We 
partner with our clients, revealing their blind spots and delivering insights to make their 
businesses smarter and stronger. Visit us on the web and connect with us on Twitter and 
LinkedIn. 

CONTACT  
For more information on research and consulting services, please contact: 

Aite Group Sales 
+1.617.338.6050 
sales@aitegroup.com 
 

For all press and conference inquiries, please contact: 

Aite Group PR 
+1.617.398.5048 
pr@aitegroup.com 
 

For all other inquiries, please contact: 

info@aitegroup.com 
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