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Bz crcing to internet live stats over 100,000 websites are hacked
avary day. g That's why it's so important to take some time and
go through the following recomimendsations below onhow b bether
harden your VeordP ress security.

Whenit cormes ba WeardP ress sacurty, thers g mudch marathan
just lecking down pour sibe, slthaugh we'll gree you the best
recammendations on how to dio that below,

Websites hacked today

111,760

All on this page, one by one

Invest in Secure WordPress Hosting

Let's start with wel sarverlevel s aourity for whiach your Word Press host
i resaansile for It's very impoctant that you choose shast that you can
trust with pourbusiness &5 pou mowe pour chents sibes awver totham

If you are hosting WordPress an your cmn WPS, then you nesd to
hirve the tachnical knowdedge to do these things yourself. But te
bes honest, brying to bea sysadmin to save B imanth s net an
e trve wany to run & business,

Searver hardening i the key to mantaining a t horoughby- secure
WordPregs emvironment . 1 takes multiple lagers of hardware and



siofbwa re bevel security massures to ansure the [T nfrastructune
hesting WordPress sibes s capable of defanding sgainst soahisti-
cabed thrests, both physical and virkual

Fer this resmsan, servers hosting Wor dP ress shou bd be updated
with the latest operating system and (securty) software, o well
thoroughly tested and scanned for vulnersbilities and mshoare

Servar-level firewalls and intrusion detec tion systems should aka

B i e b e year clhients” sibes well-protested sven during the
Word Pregs installation and websibe ¢ onstrue tion phases Howeyer,
all seftweare installed cn the machine intended to protect WordPress
ot ent should be coarpet e withthe ot est diat sbase mansgemeant
sy bers to mamtain eptimal performanc e The sarver should ke

b configured to use secure networ king and fil e transfer encry ption
protocols Such as 5FTP instesd of FTP) to hide sy sensitie
content from mabicous intruders.

We e Googles Cloud Platform hers st Kinsta for all of cur
WordPregs customers to ensure seoure WordP ress hosting. Security
it built inte cur architec ture From the beginning and it's s much
more safer methed than others svailable today.

Use Latest PHP Version

PHP & the backbone of any Wor dPress sibe, so making sure your
clients” sibes are using the lstest version on your server is very
umportant. Each major relasse of PHP s typically fully supaart =d for
b years after s relessa



Cruring that time, budgs and security ssuss are foed and patched an
aregular b A of today, amyone running on varsion PHP 7 ar

B s oo hars security support and are exposed to unpatohed
gy ity v ulnerabalites.
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And quass what ? Aecanding to the officisl Word Pras Stats page,
arcund 3L of WordPress users srae still an PHP 506 o kower which
mmeans, mare than a third of the users are currently wsing PHP
warsions that are no bonger supported. That mscang!

FPHP Ve =ors




Here at Kinsts we cnly recomimend using stable and supocr bed
wersians of PHP, ncluding 7.2, 7.3, and 74 PHP 5.6, 7.0, and 7.1 hanee
Sy hamed cut You can even swrt ch betwean PHP vasions wikh

achck of & button from within the MykKinsta dashboard.
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Use Clever Usernames and Passwords

Surprisingly ane of the et way s bo harden your Ward Press ssecurity
i bo simphy use clever usemamees and passeacds . Sounds pretty easy
it Weell, check out Solash Deta’s 208 anaual Bt of the most pogpular
s wards = tolen thraughaut the pear Bacted inardier of papaularityl
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« 1E34557ED L P = 133133
= geerty = 3345
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The meost popular passwordis “123456% That is one resson why hers
at Kinsta cn new WordPress installs wee sctually Forcs 8 com phe
pemsword te beused for any of your ehants’ wa-sdmin kegin (s se2n
e livwy oy ur ¢ ek nstall process) |his s not cotkonal
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Cheek aut this feature

with the Mykinsta dema.

[he core \WeordPress wp_hash _passwaord function wses the phasss
sasawcrd hashing framework and sight passes of MOS-besed
hashing. And s Far & your Wor dPress install goss, you should

iy e f e dafault “sdimim™ username an your chent s’ Sbes,
rather create unique WordPress usernames for their sdmine trator

Scaounts

It i akso important to we different pamwonds for every chent sibe.
[Thes gt sy b shoore thearm s kecally inansncryabed dstabese an

your camputer

A g free tool for this & KesPas, I you don’t want to go
dewn this reat e there are sha cnline et tmard mansgers such &%

1Pazsweord cr LastP s,

Always Use the Latest Version of
WordPress, Plugins, and Themes

Anather very important way to hardenthe security of your chents'
sibas i b abw &y kesn them up b date Ths includes WardPras

core, guging, and themes |hese are updated for & resmon, and a ket
of times these include securty enhancement s and bug foes,

Uinfortunst by, milhons of basinesses cut there running sutdated
varsions of WordPress sofbware and plugins, and still believe they're



an the right path of business suocess. They cite ressons for not
updating such a5 “their sibe will braak™ ar “core meodific stions. will

b gone” or “plugin X won't work ™ or “they just don’t needthe new

funeticnality®.

Infact, websibes braak mast by bec suse of bugs in older WeorndPrass
varsions Core modifications are never recommended by the
WordPress team and expert developers who understand the rsks
irnerheedl Aund Weord Press u pdabes mastly nclu de mus t-heve security
partchess abong with the sdded functicnality regquired to run the lebest

slugins.

Liid you ke nave that it b been reported that plogin valnecabilities
raprasant D59 of the known ant iy poants for hackers? That is what
WardFance found ina sbudy where they int e e ed over 1,000
WordPregs site awners that had been vic tims of attads. By updating
paur Shuging you ¢ an bethers ansure that pou sren’t cne of these victirs

o CZonpromised




It i abee recammendad that you anly install trusbed pluging for your
clhents. The “Fastured™ and“popular” cateqores n the WordP res
renosit oy can be a good place to start. O r dewnbosd it directly
froam the developer's website. W strongly discourage amy use of

ra lbed WordPress plugins and b e

ou canuse anonfine tool like Viruslotal to sean & plugin or themes
fibes bo see if it detects any by pe of makeara,

2 ] virusTotal
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Thesre are sk a kot of rescurces out there to help you stay ontop of
the latest WardPress security updates and vulner sbilities. Ses some
af therm ine luded below:
o WP Seourity Bloggers: An seesome sgqregabed resounce of
20+ smcunity fesads.
= WPSsan i lnera bl Databas o Catabogs cver 10,000
Wl dPr e Cowree, Pllugin and Thearie wu lner bl s
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» ThrasatPress Deily updated databese of WordPress plugins,
thermes, and WerdPress aore wulner sbilities.
o Oifficial WordPress Seeuriby Are hive

Lock Down Your WordPress Admin

Lometimes the pogular strateqy of WordPress securty by obsourty
& approgriately effective for an aver sge cnline business and
WordPrass sibe. f you make i harder far hackers to find certain
Bac kdoors then you are bess likely to be sttacked Locking down
your ¢ hents’ WordPress sdmin area and kegin sa good way to beef
up pour security. Teso great ways to do ths i first by changing your
et wn- sderiin begin UBL snd sbe limiting legin atbemmts.

How to Change Your WordPress Login URL

By default your WordPress site's kg LIRL s doan sinuecry w-
asdmin One of the problens with this s that sl of the bots, hackers,
and seripts cut there slsa know this By changing the LIRL you can
make yourself bess of 8 target and better protect yourself against
Brute force attacks. This s not & fo-all solution, it s simahy cne itk
trick that can definttely hels probect you.
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Ter change your Word Prass logn URL we recammeand usingthe frae
WPS Hide loginplugin Just remamber to pick somethingunigue that
won't sl esdy be ana st that a bot or seript might attempt to scan.




How to Limit Login Attempts

Wihale the showe salution of chandging your sdmimlegm LIEL < an
heln decraase the majperty of the badlogn attemats, putting a
firrint i lace can a5 e very effec e, The firee Carbar Limit Lagin
Attesmobs pdugin s & grest wey toessily setup leckout dursticns,
began &t e s, and 1P whitelsts and Blse kst

It you are leoking tor a maoresimple Wor dP ress security solution,

ancther grest slternatne i the free Login Leckdown plugin

e L
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Leosgpins Lo K Dkewe i resc coreds thee 1P sddr s and timestamp of every
failed legin sttampt. F more than a cartan number of sttemats
ar e detectod within ashort perdod of time from the same 1P rangs,
then the login function is dsabled for all requests from that rangs.
And it i completely compatitle with the WPS Hide legin plugin we

i enticnad sl e

If you mowe your clisnts’ st e over to Kinsta, you don’t need o install
any sdditicnal plugin for cur platfonm ks and blecks malicous
&t tamnts sutamatically.

How to Add Basic HTTF Authentication (htpassvd protection)
Aunather way ta lock down your sdmin s tosdd HTTP
suthentication This requires 3 usemame and passeord befors being

able to evenacoess the WordPress login page.

Check out this feature
with the MyKinsta demsa.




limgortant: This gener ally shoubkdn®t e used an e Comimer ce sibes or
mmam bership sibes. But it can be 8 very affective way to prevent bots
Frcam hiatting your sibe.

If you st your chents’ sibes at Kinsta, you can use cur easy
s d protection (hbaessad) toal in the Ny Kinsts deshbaand
(s it in sction onthe fraee My Kinsta demo sccountl You can Faredl 1k
under the “Took™ sectionon your sibe. Samply click “Enable®, choose

& ugerna me and passwand,, snd you re gocd B gal
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Check out this feature

with the MyKinsta demsa.




After it's enabled sach\WordPress sibe will then reguire
Suthenmtiestionto sooatsit. You can change the credantisk st any
tirre or dirsabde it when pou no longer need ik

Take Advantage of Two-Factor
Authentication (2FA)

Teec-Factor suthentic stion invobes 8 tro-sbep proc s inwhich you
e et andy yaur pes s ard B ke in But & sessnd methaed ta lkeg
in. In most cases this & 1000 efective in preventing brobe foree
ot tac ks o pour chents” Vord Press sibes.

There are fwe parks when it comes ta bwe-factor suthentication for
clhient sibes, though.

The farst s your acoount andiior dirs hbsoard that you have with your
wal hesting provider. f somecne gets scees to ths they sould
change all your chents’ patsesords, delete their webst e, change
D% records, and all sorts of horribdbe things. We here at Kinsta use
Authentic stor-based A for your Mykinsta dashboard because
o Authenticabor-based JFA = more secure than SMS-basad
2FA because it s not tied to your mobile phone narm ber
and dessn't rely an legacy SME technology. This makes
At henticator-based 2FAresistant o SIM swappng
tachnaques
o Authenticabor-based TR canlbe used with passeond
mansger apas like |Passe ord for added comenienc e By
adding your 2F A details to 8 pamwond manager, you won't
heree s rely oo an evtarnal device ta lag inta Mykinsta.



Heere's haovwy sy it i b esnibde it

The second part of b o-fac tor suthent ication pertain bo pour
chents” actusl WordP ress installations. For these there are afew
pluging you might want to best and recomimend:

*  Due lwe-Factor Authenticstion

= Gecdgle Suthenticabor

= v Facbor Suthentic stion

After nstalling and configuring ane of the sbove plugin an a chent
sibe, theey will by pic ally have an sdditicnal field cntheir WordPress
kegin page to enter their security code. O, with the Dus glugin,
they'd first kagin waththeir credential and are then reguired

o chestme an suthentic stion methad, suchas Do Push, call, o

L



Use HTTPS for Encrypted Connections -
SSL Certificate

Cine of the most overooked ways to harden WordPress security

i beinstall an S50 certifieate and run stes cver HTTPS. HTTPS
(Hypartaxt Transfer Protosol Secura) s a mechanism that allows any
browser or web apphcation to securely connect with & websibe. A
big misconoeption s that if your ¢ hents’ sibes aren’t scoepting credit
cards they dan’t nesd S50

W, bt s emplsin & few ressons why HTTPS i im portant beyond
just eComumerce. Many hosts, including Kinst a, offer fres S50
cartifica bes with Let's Enc rypt

6 Key Reasons Why HTTPS is important
beyond just eCommerce

1. Added Seourity

Havw impartant s your chents’ kegin information? Vel you should
ke that every time a user ke in, that information is being passed
tothe sarvar in plain et HTTPS s absodutely vitalin maintaining

& sacure connes tion betw aen & websibe and 8 browser. The way
you can better prevent hackers andfar & middle man from gaining

S oess to pour chent's sibes

L SED

Goegle has officially said that HTTPS s & ranking factor. &s most of
your ¢ hents wou bl probatdy take any possible sdvantage of SEC and
SERPs to bast thair comsatiors, this 8 no- brainer.



3. Trust and Credi bility

Az ording to 8 survey Fram GlobalSgn, 2895 of visitors keok for
the green sddress bar in their browser. And 7% of them are worded
sbeut their dats being inter cested or misused enline. By sesing that
gresnpadic: k, customerns will mstanthy have more peace of mind

[ ncvwinag that their data s mare seoure.

i, Referral Data

A ket of pecpde don't reslize that HTTPS to HTTP referral dats s

b ked in Goagle Anshtics Sowhat happens tothe dats? Wall,
most of it is just lumgaed toget her wit h the “direct traffic® section i
sorecne i going from HTTP te HTTPS the referrer s still passed.

5. Chrome Warnings

A of Juby Edth, FINE wersions of Cheame S8 and higher started
marking all non-H TTPS sibes &5 Mot Secure and, starting in 2020,
the popalar browser started deprecating support for legacy TLS
warsions. Goagle s making it a kot mare dear to vistors that s
Word Pregs webst « might not be running on a secured connsecticn.
This i why HTTPS s mare important than ever!

6. Performance

Because of 8 protecol called HTTPE, 8 kot of times, thess

runming propery optimized sibes cver HTTPS can even see speed
urprosmants. HTTPE requires HTTPS bacauses of browser suppart.
The irm e e ant in perfonm ance s dus to a variety of ressons such
& HTTPS2 being able to suppart better muliplesing, par allefsm,
HPALCK ¢ ampression with Huffman enceding, the ALPH extension,
and server pash.



And with TLE 1.3, HTTPS ¢ cnnacticns. sne ayen facher. Kinsts
susaarts TLE 1.3 an all of cur servers and cur Kingta C0M.

Clheck out cur in-degth WordPregs HTTPS migration guide to get

you up and going and leam more nocur TLS v 550 aompaisan.

Disable XML-RPC

Inthe past years, KML-FPC has bee cme an ncreasingly largs target
for brute force stbacks. There are a few VordP ress ol ugins like
Jetoack that rely cn XML-BPC, buta majority of peogle cut there
won't need this and it can be beneticial to simply disable sccess toit

If ypou are 8 custormer here st Kinsta, you don’t have to worry sbout
thes &5 wee hayveimplemeanted sctive and passrve massures to stop
attscks and mabcous ntent in ks tracks. Spacifically, when an sttsck
theaugh XML-BPC s detected a litthe snippet of code & added nts
the Mginx config file to shop them praduding & 403 eroc

Add Latest HTTP Security Headers

Another stes you cantake to harden your chent WordPress securty
s to take sdvant sgeof HTTP security hesders. These are isually
confipured st the webzerver level and tell the browser how ta
b e wy e handling your ¢ hent sibes’ content. Therse are s lot of
different HTTP security hesders, but babow are typically the most
important anes

= Content-Securty Paboy

*  H-MES-Protection



= Strict-Trans port-Security
= ¥-Frame-Options

= Public- Key-Fins

o M-Content-Type
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Here' s an example an kinst alife_oom (a8 demo sitell You can see we
are utilizing the x-content-type-options hesder.

Whenit comes to chent sies, like in the example shown,
¥-content-type-options i stways added by default, while
x-frame-options and strict-transport-security sre set anly if
required.

1 s el b sean your clents” Stes, you coukd do that with the
firea sezurityhesders o tool by Seatt Halme.

It is abse important b remem ber £ hat whenyou implement HTTP
security haaders how it might affect your Word Press subdomaing
Fer example, if you add the Content Security Pobicy hasdar

and restrict scoess by damaing, then you nesd to sdd pour e
subdomains as well Fyou aren’t sure how to implement them you

can stemys &k your host if they canhels.

e
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Use WordPress Security Plugins

Theere are & bot of grest dewel spers and companies aut there which
provide grest solution to help better orotect your WordPress sibe.
Motabde cnes are:

= Sucun Security

o il es See urity

»  Wordfence Security

= WP Securty Audit Log

* WP Failiban

= AllIn Cine WP Security & Firewsll

» SecuPres

= Bullet Proof Security

= el tPres

s Gocdle futhenticatar - Teo Fact or dut hentic sticn

= Sacurity Minja

¢ Drefondsr

= Astra Vel Security

o Shisld Seeurity

*  Hidemy WP

* WebhdHX

Kinsts hes hardwar e firewalls, active and perssive secarity, by-the-
minube uptime checks and scores of other advanced festures to
prevent attackers from gaining socess to your data, I, despite cur
best effarts, your site s com proamised weell oo it for free.
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A vy important festure that many security guging include i a
ehecksum utility. What this means s that they mspect asch of your
chent's WeordPress installations and ook for madifics tions on the
covre files a5 provided by Word Press.ceg (via the APDL Aoy changes
ar madifications to these files could mndicate s hack.

ou canale use WP-CL o run pour awn checksum . Chedk out
these sdditional WordPress security plugins that can hels lock out
the bad guys

Harden Database Security

Thesre are 8 couple of ways to improve the securty of your
WordPress database. The first s to wse o dever database name.

By changing your database name o same more obsoure it helas
predec t their site by making it more difficult for hackers to ientify
and seenms pour datsbese dotsils
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A second recommendstion s to wse s dfferent database table
prefo. When pou install WordPress, it asks for & table orefio. By
default WeordPres uses wp_. Changing ths to something ke 30ma_
can be muchimans sasune.

If you're & Kinsta client and host sl your clients” sites withus, this
it neaded, We've got site and database kecked downfor you!

Always Use Secure Connections

We can't stress anough haow imgartant s bo use sacure
comnnections! Ensure that your WordPress host s taking precau tions
such & offerdng SF TP ar 358H. 5FTP or Secure File Transfer Protos ol
{ales known o= S5H file transfor orotocal), w8 natwark protocs]
used for file tramfers. it mamaors sseure methoed v standard FTP.



[rey s

Check out this feature

with the MyKinsta demsa.

We only supgort SFTP connections st Kinsta to emure ypour data
remains safe and sncrypted Most WardPress hosts sko typically
use port X for SFTP. Ve take this a stes Further here ot Kinsta and
every sibe hasa randomized port that canbe found in pour Mykinsta

s hboard.

Check File and Server Permissions

Fibe peirmimsicns an Bodh pour chents” inst sllstions and sl sarvers
are crucial to beefing us the securty of thess emironments. If
SEAMIGS NS are too koose, someons could easily gamn socess totheir
wibe and wreak haves . On the othar hand, if WONLIF e S RO Are b
strict this coulkd beeak functicnality cntheir site. 5o it s mporkant to

harge the corract permnsons sat s ross the Board,



You canuse s free pluginlike iThem e Security to scan the
permiEsions on your dients’ WordPress sites
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Huer e are soame by oical recommendations for permissions when it
conmies b fil e and folder permissons m WardPress:
= A filkes should e Sdd o 520, Exesntion: wa-configahs
should be 440 ar 400 to prevent other users cnthe server
frewm reading it
o Al direc beries should be 755 ar 750,
= Mo directaries should ever be green 777, aven uplosd
dlirec bor e

Sea the WordPres Codes article onchanging file permissicons for &
mre - depth exslanstion.



DDaS Protection

D0 s & bypee of DO attack wiherne multiphe systemsare used b
target & single system causing a Denisl of Servics (Dof) attack.
CHDeS sttt acks are nothing new - scoording to Britannics the first
decumented case dates back to earty 2000, Unlik e someans
hacking your site, these by pes of sttades dan’t nacm ally harm your
sibe but rather will smply take your site down for & few hours or days.

What can you deto protect yourseal? Oine of the bast
recommendations s to use & reputable 3Ird party security service
like Cloudflare or Sucur

Thesir & che ancad DEE protection can be used to mitigate DDes at-
tacks of all Farrs and sizes including those that target the LDP and
TEMP protocoks, as well o SONAACK, DNE amplifc ation and Ly e
7 attascks. Other benefits nclude putting you behind a prosty which
helas e hide your agin 1P sddrass slthaugh it s not bulletsr oo,

D't averook the provider your web host uses because that's ko
pretty important.

Hardrwsar e fireealls, such o the Google Cloud Platfonm Firewsll
wee use at Kinsta, are in place and havevery tight sof teare-besed
resbric tions to protect your chents’ sibes and ska have software in
placeto datect DS stis: ks &5 they hapaen

This means you andyour chient s get the benefit of & security modsl
that has beenbuilt uponover the course of 15 pears, and currenthy
secures products and services ke Gmail, Search, ete. Gaogle
currentby employs more than SO0 full-time seeurity profesionals

]
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Cintep of Google Cloud Platform, we sko use Linua: contamers
(L0 and LE00 to archash ek tharr, which anable Ut ba & ampletaly
solste not just asch sccount, but esch separsbe WordP ress sbe.
Things go South nonetheless? Kinsta provides free hack repair and

i abware ramcvall Fone of pour chents” sibes i infec ted, our suppart
taarm will dio sl that ik takes to claan it un.

Get more details about haw

seiiously we take security at Kinstal

Always Take Backups

M mistber haowy secure your sibe i, i will never be 100% safe. That®s
wilvy you want backups incase the worst happens. Backups arethe
ane thing everypone kEnows they need but don't sheays take Most of

the recommendations here cuthned are securty messures you can

take to better protect your chents’ sres and your business.
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Check aut this feature

with the MyKinsta demao.

Meost managed WordPress hosting provider s now provide backups.
Kinsta has frve different tyoees of bac kups:

Craity: Kinsta crastes suboma ted bac kups of all pour chents”
sites avery 24 hours 5o that you can rest easy st night.
Hourhy: If you nesd a mare frequent backup schedube, pou
coulbd activate S-hour or houry sutomabed backups for any
target sibe that regquires it (ths comes cn tog of your manthly
ailan).

Manual: if sutamated backups aren't sncugh, you can oreste
manual backups for each site you're mansaging and have this
additional copy available for 14 days or mare, based cnyour
current plan.

Symterm generabed: before ¢ritical tasks such & using

the search-replace tool in MykKinsta, pushing & staging
eivir o ent e, And restoring & bac kbup to your e
anviranm ent, Kinsta will trigger systam -genaratod backbaps.
Drevwendoadabde archiee: if sll this mn't & nugph, cnoe per week,
you could downloada sip file of sach chent sibe containing
wealmibe fibes and an 0L fike containing the conbents of the
srt e dat St



Back up options don't ¢ orme alone s Kinsta allows you bo essily

restore any sibe with asingle chic k. That's comvensent, ma't it ?

Test far Free how easy

s creating backups with MyKinstal

If your hast dossn't haree bac kups there are soome popa lar

WoardPress pluging that yau can wte tia sut st e the process.

WordPress Backup Plugins

‘WordPres backun plugines allow you to grab pour backups via
F TP ar integrate with an external storsge source suchas Aumaeon
53, Gosaghe Cloud Storage, Gooagle Drines, or Dragboo. We highly
recamimend going with an inerem antal sobution so it uses fawer
Tl

*  Dwuphcator

* WP Time Capsule

*  HaskusBuddy

= LUpdraftPlus
*  Hack Lo ardPres
* BackWFun

= WP Backhlis

Kinsta deesn®t allow non-incremental backug pluging due to
parformance msuss: we handle all this for you at 8 serverbeval so it

desmnn't s ko dawn paur & Bents” sk



Summary

Seeurity e layers game The mare ypou're succesful in stacking
e security layers on tog of one another, the more secureyour
& hents” Sirbes wall becorme 1t all Starts with using clewer pesswords,
keaping core and pluging up to date, and following ather security

St or sctioes weve consanad hare,

But that's not all you shoubd de o lower your ¢ hans e of having to
daal wirthhac kad chent sibes. By ¢ hooting & mansged VeardPrass
hast like Kinsta, most of the securiby messures are taken care of for
o, allkowing you to buikd & solid, secure, and scalabde feundstion ta
securing the future of pour chents” sibes. Aond that of your business.

Want te try how easy it s to mansgs chent sites on Kingts?

Cheek aut

dlem aum yki nsta.com!
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