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10 Steps to Get Started
With Operational Resilience

J.

Assess Critical Services

What would be the impact to the customer ana
the economy if that service were no longer
available? |s there an alternative readily
available (e.g. mobile app vs. visiting a branch).
|dentify the 8-12 services that are most

Important to your customer.

/.

Take Proactive Measures

Based on your identification of key services,
mapping of interdependencies, and impact
analysis, implement strategies to bolster key
processes, systems, people, sites, and thira
parties where needed, focusing on where risk

and impact are highest.

4.

Map Service Delivery

Map the delivery process for your critical
services or products, starting with the most
critical. Flag interdependencies and

understand timing and order of operations.

0.

Set Impact Tolerances

Set the absolute maximum failure your
customer is able to withstand. In the event of
dispensing cash or accessing health care, for
example, that may be a single service
transaction, but for services such as accessing

media, the threshold may be much higher.

1.

Map Customer Journey

To orient your program on what is truly
important to your customer, start with
understanding what your customer’s lifetime
journey looks like with your company. Check
with your marketing or product team to see
what they may already have that gives you a
detfinition of the services and products you

provide your customer.

0.

Assess Risks

Catalog the risks involved in successtully
operationalizing each element in the service, in
order, in the prescribed timeline. Assess
ikelihood of these risks occurring and the
relationships between ditterent types of risks to

uncover potential cascading impacts.

J.

Plan and Test for the Worst

Using an all hazards approach, plan for the
worst. What would you do if you lost a critical
site, team, third party, system, or process?
What if you do if you lost two or more of them
in tandem? Develop a plan and practice it as it

It were a live event. Document the results.

2.

| dentity Your Services

What is your customer really trying to do when
they work with you? At a recent roundtable, a
leading banking institution described them as
the ‘| wants’...| want to get cash’, | want to
make a payment on a card. Services shoula
represent an individual task, not a collection of

functions, such as traditional business lines.

b.

Analyze Impact of Failure

For each element involved in the delivery
process, assess what the impact would be if it
were to fail. For example, for customers using a
debit card, it a key system were unavailable for
3 minutes, that could mean millions of

customers are unable to make a payment.

10.

L earn and Adapt

Based on your learnings during testing, as your
situation changes and over the course of time
with live events, review your approach and
improve over time with better risk assessment,
situational intelligence, implementing
proactive measures, and better response

planning.



" "
— _ e
FUSION E & FUSION : o 208 ¥l| ¥FUSION . % s X
- » & e ‘. Cﬁ, ™ -, T = o - ‘2w PR W IR, P P - > "y bagv - ~ “on e L e . VL < Arw
see Business Cont|nu|ty Home Plans w Processes Teams v Rosters v Kd e a D herce - . > e s _ - A e " PERE— D - o
s "ee Cp Resence Ho~e Servem Devboard  Serviee Summery St Moo Yo e e Aol atiom InCOee Nep Devhboeh Re pory
e 260 ———
. »
Yoy—— Operational Restience - Laecutve Dashboard
n T Leve vewm of Opwegt cey bandere n
Consumer Int:tnif 112 n L » 1 ' mp Satelite
Data Feeds 12
EDI - 3rd party administrators " -
Roquired = iy,
ImageNow '8 Y e Sarviras cAETEN N e Bl o BE = %a. Totd Comtywev | omsre i TECA SERVICE AN TOLE AN
Méﬁf ——‘13 c.n.d. 2 LT » e s (Pl T & F O he LR e » (e """ Lwm YA W we ALluw
EDI - supply chain vendors | '8 - et
GlobalHive
CME Portal . : A VoA moden .;LMI I "": £ e :
Connect Hub 12
Data Fé5ds 9 "
— LJ 12 ' " 'm ) W
KnowlRisTi 17 ...,. Frameam f sgamese @ “as Ve Cas Mt b e st @ Pat s d s
Kofax Caﬁfﬁ?él : Omy
o4 we Accounts Receivable g M - [ Peeye
4 - Loan Manager — o . ~ M ( 2 Barvice o Toted F et £ aponare
HRA'N » ‘}A CimMg ‘e’ e » - * -
Reauined 19 ) " H‘
FaceBoqR‘CH —19 e wu 24 e v 'E) ‘v “,...
AgVa?fégls 17 Revenue Recognition s 18 WOV Hogey
QuickBase - Risk - Capital Needs Analysis . 2 "“‘. A . . L
Roggrad — iy t
Know-Risk [TA Credit Card Services . v 5\ e
R = O as 22 v - "
Kiodex 14 Making Investment Decisions . 21 ' :
Racaioad o« -
RAN — o Return-on Invested Capital (ROIC) yy .o ’ Y, " . Raly
Rt & - o - -~ - ~re Qlrre )
Qunck_‘BaseA 16 Cost of Capital 73 18 P Y "', . /.) ‘7 Loy Srerdrw Yoo
60T —, Managing Working Capital ; o~ . \ ’
et = 11 o= 16 R U'ﬂ!h’ S!.t.' i - Q v w
US Headquarters .. Developing new trading products . ) v \Y
ce.s AR 8 - 837 = . »
Facility Reopening Plan £ 19 e Debit Card Services s 24 e ’
Product Alpha !
&b . N/
Check Printer ’5 . @
Industrial Shredder 51 .. ' wna
Bloomberg Terminal - . .
’1 Facility Reopening Plan 2 19 @ Moveccs ran & Cuatomers o Maset Vantcoaris a0 T A3 and Sourcress 7 Me irstaoon am o Pe Satdt, of Ne Loononmy
Accounts Payable BC Roster 4 -
0s Server 2 Recovery Plan
Accounts Payable BC Team _, : g7 :
24 - Fusion Framework DR Plan ()
Beier Inc g9 - A
i 5 &1 Corporate Crisis Management Plan 6 £\ “9"
Fusion Risk Management @6 & - Ubys . @ - g
USH rt ¥ _
eadquarters B 8 A oo - & .
("/ e (-
Application Component = Critical Processing Period Incident 4 IT Service =) Key Contact Plan € Process §a Product @ Resource f e
Ml 4y Dasusve oA Maurtisa
7 LN 2N
Roster [] site fim Team 3t Vendor @ ¥ S Bos Mak
Higer
e )
4 Emergency Contact Information 4 Recent Items Ml [uan @ loseps Cha*

MAP AND TAKE ACTION AND

LEARN

ANTICIPATE AND
PREVENT

UNDERSTAND

Discover how your organization really

Spot issues, risks, inefficiencies, and

Prioritize, take action, test, measure,

runs through interactive maps that opportunities. Leverage insights to and learn over time. Improve the

surtface what matters, when it matters. protect, run, and adapt the business resilience of your organization.

in rapidly changing times.
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IS your guide. fusionrm.com/demo
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