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According to the 2018 annual report by the Association of Certified 
Fraud Examiners (ACFE), fraud committed by employees, directors, 
or officers of businesses and public agencies “is likely the largest 
and most prevalent threat” to organizational resources.



Known as occupational fraud or internal fraud, theft by employees 
and other insiders costs companies an estimated 5% of their 
annual revenues—or $4 trillion in total global fraud loss.



Not to mention—fraudsters have always tried to capitalize on 
disasters, and the current crisis is no different. The Federal Trade 
Commission, Better Business Bureau, and others have already 
issued notices urging businesses to be extra vigilant.

As a financial technology company, Divvy is committed to 
educating business and finance leaders about how fraud affects 
your bottom line. This guide provides insights to help you:



   • Understand how, why, and where occupational fraud happens.

   • Know what increases your risk of fraud.

   • Eliminate opportunities for fraud with anti-fraud controls.

The largest and most  
prevalent threat

Eliminate opportunities for 
occupational fraud 

What is  
occupational fraud?

In the words of former Federal Reserve 
Chairman Alan Greenspan, “Corruption, 
embezzlement, fraud … are all 
characteristics which exist everywhere.” 

Everywhere? 
Even in your 
company?



02 How and why  
does it happen?

ACFE identified the top three methods of occupational fraud 
globally as asset misappropriation (89%), corruption (38%), and 
financial statement fraud (10%). Together, they add up to more 
than 100% because one-third of cases studied by ACFE involved 
more than one method of fraud.

The overwhelming number of fraud cases fall into this category 
because it includes methods—like pocketing cash and stealing 
office supplies—that can be carried out by opportunists at 
every level (from customer service to the c-suite). ACFE warns 
the top five most common and costly asset misappropriation 
schemes involve:

• Non cash assets

• Cash on hand

• Check and payment

   tampering

• Billing

• Expense reimbursements

1. Asset misappropriation

With bribery, bid rigging, kickbacks, and extortion among it’s 
schemes, this category sounds more like a gangster movie than a 
problem for your finance director. In 70% of cases, corruption was 
carried out by someone in leadership such as a manager or 
owner/executive. In 82% of cases, the perpetrator was male.

2. Corruption

This category is the least common—but most financially 
damaging—because it requires deeper accounting expertise and 
access to a company’s books. Schemes include over and 
understatement of income or net worth involving fictitious 
revenues, concealed liabilities, improper disclosures, and more.

3. Financial statement fraud

 Asset Misappropriation

$114,000 median loss per incident
89%

Corruption

$250,000 median loss per incident
38%

 Financial Statement

$800,000 median loss per incident
10%

Top 3 methods of 
occupational fraud.



The perpetrators

Not the low-level lone wolf you’d expect

For their 2018 embezzlement study, Hiscox surveyed CFOs, 
controllers, and accountants who’ve seen employee theft in their 
companies. They reported an average loss of $357,650 per incident 
with 70% of schemes lasting over a year and 30% lasting three 
years or more.



Hiscox reported that 85% of schemes were committed by someone 
at the manager level or higher, 79% involved more than one person, 
and 33% worked in accounting or finance.


Manager level or above 85%

More than one perpetrator 79%

Worked in accounting or finance 33%



Warning signs Hiscox says most fraudsters share common yet paradoxical characteristics. Some may seem diligent 
and ambitious—arriving early, leaving late, and offering to take on additional responsibilities, so they 
can take advantage of their position of trust. Others may experience sudden personality changes, live 
beyond their means, or have a reputation for taking unnecessary risks in their personal and 
professional lives.

People may be driven to commit occupational fraud by personal stressors like debt. 
Or, their motives may be professional if promotions, bonuses, or investor approval 
are based on hitting financial targets.

When someone feels wronged by their employer, they may commit fraud to even the 
score. When they feel pressured, they may see no other way to meet personal or 
professional obligations.

Weak anti-fraud controls leave the door wide open for dishonest, disgruntled, or 
pressured employees. And, when companies have a negative culture or toxic work 
environment, their risk of fraud increases because more employees will feel 
disgruntled, pressured, or tempted to engage in unethical behavior—because they 
see managers doing it.

 

CFI singles out opportunity as the only fraud risk your company can control. 
Creating a positive culture and implementing effective anti-fraud controls are the 
only ways you can reduce the number of disgruntled employees while imposing 
barriers on those who feel pressured or are dishonest.

Incentive

Rationalization

Opportunity—the only fraud risk your company can controlThe fraud 
triangle

Opportunity

Incentive

Rationalization



Fraud goes up during a downturn

Why CFEs believe fraud increased during 
the Great Recession

A 2009 special report by the ACFE looked at how the Great Recession of 2008 led to 
an increase in white collar crime. Among certified fraud examiners (CFEs) surveyed, 
more than 55% said occupational fraud increased after the economic downturn and 
49% reported an increase in the dollar amounts stolen.



Asked why they believed fraud among employees had risen, 49% said increased 
economic pressure was to blame, while 27% said it was increased opportunity, and 
24% said it was increased rationalization.

It’s easy to understand why economic pressure and rationalization increase during 
times of recession, but what factors increase employees’ opportunity to commit fraud?



The 2009 ACFE report points to layoffs and other cost-cutting measures for “leaving 
holes in organizations’ internal control systems.” Among in-house CFEs surveyed, 59% 
said their companies experienced layoffs after the downtown and 34.4% said those 
layoffs negatively affected internal anti-fraud controls.

“Loyal employees have bills to pay and 
families to feed. In a good economy, 
they would never think of committing 
fraud against their employers. But ... 
organizations must be vigilant during 
these turbulent times by ensuring 
proper fraud prevention procedures 
are in place.”

James D. Ratley, ACFE President

49%

 Increased opportunity


 Increased economic pressure


 Increased rationalization24%

27%



03 Where does

it happen?

Like Alan Greenspan said, fraud exists everywhere. In their 
2018 survey of CFEs, the ACFE found the most incidents of 
occupational fraud in these five industries (with banking and 
financial services having nearly three times more fraud than 
retail, possibly because more CFEs work in that industry):

1. Banking and financial services

2. Manufacturing

3. Government and public administration

4. Healthcare

5. Retail

Within these and 19 other industries, the ACFE uncovered 
occupational fraud in private companies (42%), public companies 
(29%), government agencies (16%), nonprofit organizations (9%), 
and other orgs (4%). Not only did private companies experience 
the most instances of fraud, they also had the greatest median 
losses at $164,000.



29% 
Public companies

42% 
Private companies

16% 
Gov’t agencies

9%  
Nonprofit organizations

4%  
Other organizations

Everywhere—but mostly 
in private companies
Among the private companies ACFE found 
disproportionately victimized by occupational fraud, 
the smallest businesses reported the greatest 
number of incidents and the biggest losses.



1 - 100 employees

$200,000 median loss per incident

28%     
199 - 999 employees

$100,000 median loss per incident

22%

10,000+

$132,000 median loss per incident

24%
1,000–9,999 employees


$100,000 median loss per incident

26%  

How to lower 
your losses
The ACFE concluded that 42% of businesses with 
fewer than 100 employees were victims of fraud 
because (drumroll) they lacked internal controls. 
Similarly, the Hiscox report said “the combination 
of overconfidence and lack of preparation leave 
companies vulnerable to employee theft.”



04 How do businesses  
avoid it?

In his 2019 book, “Detecting Accounting Fraud Before It’s Too 
Late,” Spanish economist Oriol Amat estimates that “47% of fraud 
occurs in companies with deficient control systems” (which is 
slightly higher than the 42% cited by the ACFE).



To help business leaders understand the risk of occupational 
fraud, Amat recommends they apply the 10–80–10 rule, a business 
management principle used to analyze human behavior. 


Occupational fraud and the 
10–80–10 rule

10% will not commit fraud because of moral convictions


80% will not commit fraud if control systems make it difficult


10% will try to commit fraud even with control systems in place



Based on this framework, anti-fraud controls are key to eliminating 
the opportunity for 80% of employees who may be tempted to 
commit fraud. And, if controls are robust, they may thwart the 10% 
who will attempt fraud under any circumstances.



The most common anti-fraud 
controls

Small businesses, big fraud losses

Data monitoring & analysis

52% lower loses

58% faster detection

51% lower loses

54% faster detection

Surprise audits

In 2018, the ACFE identified the top five anti-fraud controls in place at 
organizations they surveyed as: 



1. Code of conduct

2. External audit of financial statements

3. Management certification of financial statements

4. Internal audit department

5. External audit of internal controls over financial reporting



The big question is: Are the most common controls also the most effective in 
preventing fraud? 



While having a code of conduct is critical for setting a positive tone (and 
making the distinction between a workplace where employees are “thick as 
thieves” and literal thieves), it doesn’t eliminate opportunity for fraud. And, 
while certification of financial statements and audits are critical for detecting 
fraud, they don’t provide a way to prevent it in the first place.

The ACFE concluded that among the 18 organization-level anti-fraud controls 
studied, “the presence of every control we analyzed was correlated with lower fraud 
losses.” So, the good news is that every anti-fraud measure your business takes has 
a positive effect.



That said, ACFE data did identify two controls that were more effective than all the 
others, because they reduced the duration of fraud schemes, and therefore the total 
amount lost, by more than 50%. Unfortunately, only 37% of organizations in the ACFE 
study had these controls in place. They are:

In addition to these methods, Hiscox identified checks and balances as the most 
effective procedural control to prevent fraud. They advise companies to create 
workflows that require verification of bank statements, cancelled checks, and 
transactions by multiple reviewers.



The top four anti-fraud controls 
every business needs
Businesses are expected to create opportunities for their people—but that doesn’t 
include opportunities for fraud. Here are the four most effective anti-fraud controls 
you can put in place to prevent and detect occupational fraud:

Believe it or not, your executive and HR 
teams are on the front lines when it comes 
to stopping fraud before it starts. A strong 
company culture supported by a clear 
mission, values, and code of conduct will 
communicate your expectations about 
ethical behavior. And, with executives and 
managers leading by example, morale will go 
up while rationalization for fraud goes down.

The fear of surprise audits alone may be 
enough to deter most people from 
committing fraud in the first place. But, for 
risk-taking fraudsters in the thick of their 
schemes, the element of surprise will leave 
no time to hide or destroy evidence.

Electronic payments and accounting 
software can streamline your business 
processes, but can also present an 
increasing risk of fraud for businesses, 
especially from finance managers. If you 
have the right controls in place, as well as a 
system of checks and balances, you can 
detect fraud 58% faster.

No one person in your business should have 
singular control over any aspect of your 
finances or inventory. If having multiple 
approvers sounds costly or inefficient, 
imagine the cost of fraud schemes, which 
include not only the monetary value of 
stolen funds or assets, but potentially lost 
customers, litigation, and damage to your 
company’s reputation.

1. Company culture

3. Surprise audits

2. Data monitoring & analysis

4. Checks & balances



Put anti-fraud controls 
in place today with Divvy.

See how Divvy works

The Divvy platform is a free software solution with 
controls designed to eliminate opportunities for 
occupational fraud—especially asset misappropriation, 
the most common type of fraud scheme.



Divvy anti-fraud controls include:

Get a demo, and we’ll show you how Divvy helps 
businesses spend smarter while eliminating 
opportunities for occupational fraud.

getdivvy.com/demo

•

•

•

•

•

Pre-approved spending limits on budgets

Real-time visibility of every transaction via web 
and mobile apps

Divvy cards for every employee who spends—that 
managers can freeze instantly

Multiple approvers for payment of bills and 
invoices

Notifications requiring spenders to upload 
receipts and categorize transactions at the point 
of purchase
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