G CEIPAL

WE TAKE YOUR
PRIVACY AND DATA SECURITY

VERY SERIOUSLY

CEIPAL is continuing to make significant advances in protecting customer
data by innovating and implementing gold-standards of software security
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8529 1P Restriction

Restrict account usage to only designated
IP addresses that you select and avoid
unauthorized access in your account.
CEIPAL allows account administrators to
restrict access to accounts and data to an
authorized list of IP addresses. Anyone
accessing outside of those IP addresses
won’t be allowed.

Controlled Backup

CEIPAL has stringent processes in place to
handle data. We provide monthly backups
to clients who can then perform
additional data backups. Only users with
Admin privileges can request data
backupsif they desire.
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SOC2 Type Il Compliance

SOC2 Type |l

Audit Progress

CEIPAL is currently audited for SOC2 Type Il security
controls, it is considered it is considered a gold
standard for SaaS platforms security.

https://ceipal.com

One Time Password

CEIPAL One Time Password (OTP) enables
the users to share a time-bound,
disposable password to the support team
so that they can assist with the
application. Keep your password secure
by providing a One Time Password to
troubleshootissues.

CEIPAL

has added the following
security features

to the platform

CEIPAL Customers Benefits from Google Cloud Migration

Improved Performance

State of the Art Security

Automatic Infrastructure Upgrade meaning even less
downtime and greater flexibility

Many other benefits to our customers including
experience, performance, and reliability

CEIPAL is working towards complying with industry’s gold standards in data
privacy and security control

GDPR Compliance
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CEIPAL is working towards GDPR compliance as a
data processor. Working in conjunction with our
clients, we explore opportunities assist our

customers.
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