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Keep your docs
exactly where
you need them

Your docs,
your way
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Compliance with the laws
of your region, plus the
expertise and reach of a
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https://www.ansarada.com/

Ansarada Global Document Storage

At Ansarada, the privacy and security of
our customers is priority number one

In keeping with strict and fast-changing data laws,
when creating a new Data Room, we’re offering users a
choice for where their at-rest documentation is stored.

Compliance with the requirements of your region,
plus the expertise and reach of a global company.

The best of both worlds.
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Data and privacy requirements
are a growing concern

New laws — particularly those that guide and protect how our
data is used — are being developed quickly to keep pace with
changing technologies. Changes in legislation can vary widely
from region to region, as seen with the EU specific GDPR.

Introducing Global Document Storage

To help our global customer base navigate their own regional requirements, we now have
localized document storage in Europe, South-East Asia, and the United States for our Data
Rooms, as well as at our base in Australia.

This gives our customers flexibility and peace of mind, without compromising the security
of our Data Rooms. It means complete confidence you’re complying with regional legislation,
with the power of our global team behind you. We'll stay up to date with the rapidly changing
requirements, so you don’t have to.

So how does it work?

Our core data centers remain at our headquarters in
Australia, providing power and stability to our product,
while all at-rest content can be stored in-region by our
customers based on their requirements. This ensures the

AWS Sydney AWS Northern California product retains effectiveness, while giving customers the

Core data center Data at-rest now benefit of choice.
stored here
During the setup of your Data Room, you can choose the

document storage location that will keep you compliant with
the requirements of your region.

All our data is hosted on the Amazon Web Services (AWS)
D D D platform whose infrastructure guarantees the highest level
of data security.
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Files uploaded
to Data Room


https://aws.amazon.com/
https://www.ansarada.com/global-document-storage
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FAQs

Q. Which regions will be available to store documents?

You will be able to store your at-rest documents at locations within Europe, South-East Asia,
the United States and Australia. It’s important to note that documents are initially processed
through our headquarters in Sydney where our largest data center is housed, before they are
able to be securely transferred to the regional hub of your choice.

Q. What is the default location?

The default location is Sydney, Australia, where our headquarters are based. Unless you
specify a preferred location for your documents to be stored, they will automatically be
assigned to the default.

Q. Canl change my location after setting up my Data Room?

No, once the decision is made at Data Room creation, the location cannot be changed.
Having the choice of where your documents are stored applies to any new Data Room
created, but cannot be amended for existing Data Rooms that have already been set up.

Q. Is localized document storage available for the
Material Information Platform?

At this stage, localized document storage is available just for our Data Room product.




At Ansarada, data is stored in Amazon
Web Services (AWS) data centers

An AWS region is defined as a geographically separated and
distinct data centre, which is how AWS provides the opportunity
for us to store your data in the geographic area of your choice.

Our move into the next generation of deal technology has been possible because we provide
our clients with the very highest security, flexibility, system stability, scalability and
response times - that which only the cloud can offer. Before Ansarada moved to Amazon
Web Services, extensive due diligence and testing was completed.

Benefits of AWS

e AWS s the world leader in providing organizations with a secure, cloud-based computing
infrastructure

e AWS allows for dedicated infrastructure
e AWS provides the highest level of data security

e« AWS allows for instant scalability and elasticity, isolated processes, reduced operational
effort, on-demand provisioning and automation.

AWS adheres to the world's top security standards

«  SOC 1/SSAE 16/ISAE 3402 (formerly SAS 70 Type Il)
+ S0C2

« S0C3

«  FISMA, DIACAP, and FedR AMP

< PCIDSS Level 1

*+ 1SO 27001
« ITAR
*  FIPS 140-2

Evidenced at aws.amazon.com/compliance


https://aws.amazon.com/compliance/
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Better data security through
guaranteed infrastructure

¢ Only Ansarada has access to data stored on AWS

e All data is stored encrypted in either AWS S3 (Simple Storage Service) or
AWS EBS (Elastic Block Storage)

e All data uploaded into the Data Room is done over HTTPS/SSL and then encrypted by
Ansarada for storage

e Allinternal communication of data between services also occurs over HTTPS/SSL

¢ No reliance on any security technologies made available by AWS, but they are used as a
secondary layer of security

e Ansarada still manage all encryption and data transfer security

e Guaranteed availability to shared resources i.e. ensuring complete data segregation

e Virtual elimination of risks from Trojans, Worms, Viruses and Application Vulnerabilities
e Improved ability to access data, if a region becomes unavailable

e 99.9999999999% system availability.




Where you can find out more

To learn more about how global document storage will keep
your data secure and compliant with your region’s data
privacy laws, get in touch with our Sales team.

Contact your Ansarada sales representative to

find out how to get ahead of the pack now

Chicago New York
+1312 638 2200 +1 347708 1617

PRIVACY POLICY

As part of our ongoing commitment to global data and privacy requirements, we've put stepsin
place to allow our customers to be in the best position for meeting upcoming changes to privacy
legislation, including the EU Global Data Protection Regulation (GDPR). We'll keep you abreast of
all changing regulations, so that you're never left unsure of which way to proceed. To learn more
about Ansarada's privacy and security policies, visit ansarada.com/privacy.


https://www.ansarada.com/rooms-contact-sales&utm_source=guide&utm_campaign=1804_ans_data_privacy
https://www.ansarada.com/rooms-contact-sales&utm_source=guide&utm_campaign=1804_ans_data_privacy
https://www.ansarada.com/privacy?utm_medium=con&utm_source=guide&utm_campaign=1804_ans_data_privacy
https://www.ansarada.com/gdpr?utm_medium=con&utm_source=guide&utm_campaign=1804_ans_data_privacy
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About Ansarada

Ansarada is a founder led, fast growth global technology company on a mission to
raise and protect potential.

Since 2005, our Data Rooms have helped the world's leading investors, advisors and
corporates close more than 20,000 deals, the insights from which have been used to
design the world's first suite of Al tools purpose-built for material events.

The Ansarada Material Information Platform™ is transforming the way companies
and their advisors operate by bringing together all the relevant client and material
information into a single portal that delivers a 360° view of activity and insights, giving

users the foresight to make strategic decisions and act quickly on opportunities.

Ansarada employs 200 people globally and operates out of Sydney, Chicago, London,
New York, Amsterdam, Frankfurt, Johannesburg and Hong Kong.

Learn more at www.ansarada.com
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